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D igital transformation 
accelerated during the 
pandemic, putting 

increased focus on the adoption 
of new technologies, including 
robotics and artificial intelligence 
(AI). However, these technologies 
are not perfect, and it takes a 
skilful and trustworthy 
professional to interpret the data 
they uncover.

Upon earning the CGMA 
designation, we undertake to act 
with integrity and honesty; 
provide information that is 
accurate and objective; and act 
with fairness and impartiality. It 
is on those values that we educate 
and regulate our students and 
members. Nonetheless, they face 
new tests from new technology. 

This edition of FM magazine 
focuses on technology. I recently 
read Tim Harford’s How to Make 
the World Add Up: Ten Rules for 
Thinking Differently About 
Numbers. Among other things, Harford discusses how 
AI can be used to manipulate data, and the reality that 
we, as humans, are no longer in control of the data 
that AI generates. It’s a sobering reminder of why the 
truth in numbers matters, and, even as professionals 
who use numbers every day, we must keep our 
numerical wits about us. 

Other must-reads on this subject for me are Cathy 
O’Neil’s Weapons of Math Destruction, which focuses 
on how big data, when in the wrong hands, can 
exploit people and distort the truth, and Mark 
Coeckelbergh’s AI Ethics. In his book, Coeckelbergh 
writes: “Automation powered by AI is predicted to 
radically transform our economies and societies, 
raising questions about not only the future and 
meaning of work but also the future and meaning of 
human life.” All three are worth reading, and not just 
for those interested in this area.

We are leveraging technologies like data analytics 
to uncover and measure a business’s intangible value 

and the truth behind the 
numbers. So, how do we ensure 
that the information we provide is 
accurate and objective? How can 
we be sure that the data we report 
on is the truth when we know that 
the algorithms used in AI may be 
distorted and, since they are 
created by humans, open to bias? 

We cannot sidestep this 
problem. We do not have a choice. 
AICPA & CIMA made it our 
mission to tackle this head-on 
— through our thought 
leadership, learning, and 
education, and by enforcement of 
professional standards and ethics. 
We are committed to protecting 
and enhancing the profession and 
to producing highly skilled 
finance professionals who are 
proficient in data and strategy and 
have a digital mindset. With 
training and learning provided by 
AICPA & CIMA, we have no reason 
to stop trying to produce the best 

data that we can and, therefore, to help firms make 
better decisions.

The role of the accountant and use of data are set to 
grow as organisations change their business models; 
and measurement and reporting will become even 
more critical to decision-making and assurance. For 
example, as reporting on ESG (environmental, social, 
and governance factors) comes under increasing 
scrutiny, tech-enabled data gathering will help us 
deliver on these new demands on our profession and 
enable us to succeed.

In some ways these technological developments 
make our future more uncertain, as good as we will be 
in adjusting to them. However, be assured that we — 
both management and public accountants — have the 
skills and experience to adapt to whatever lies ahead. 
With the support of colleagues and friends at AICPA & 
CIMA, we can thrive. There are risks in new 
technologies but also rewards. AICPA & CIMA are here 
to support you in managing these challenges.

THE VIEW FROM THE PRESIDENT

PAUL ASH, FCMA, CGMA

KEEP IN TOUCH
Follow me
on Twitter:

@CIMA_President

Technology’s
ethical challenge
‘How do we ensure that the 
information we provide is 

accurate and objective?’
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  y For finance transformation 
programmes to deliver optimum 
results, investment in the workforce 
must be a priority. Ensure your teams 
have the right mix of digital, technical, 
business, and people skills to deliver. 
(Columnist David A. J. Axson makes 
similar points in “Finance 2022: The 
Time for Talent” on page 8.)

  y Skills gaps are evident at all finance 
levels, but the most significant gap — 
digital skills — pervades all finance 
roles. Close it with a clear focus on 
skills training. This will develop and 
retain existing staff to work effectively 
with emerging technology and build 
a more committed and engaged 
workforce. 

  y Support your team to develop a 
growth mindset through building 
data literacy, competence, and 
expertise, and encourage workforce 
collaboration and communication.
Is the current technology sprint going to 

become a marathon? Only time will tell, but 
the pandemic has shown us the brutal 
economic consequences of not being in the 
race. Plan your technological future now 
and grow your digital mindset.

If we have learned anything over the 
past two years, it is that no matter what 
we think is going to happen, the reality 
will almost certainly be different. 
COVID-19 has proved this, testing our 

resilience and adaptability to the utmost. 
However, as finance leaders we have 

risen to the task of managing the 
shutdowns, as well as the changing 
dynamics of the workforce and the 
marketplace. We have learned that we may 
work outside the office and still be 
productive. We have learned that we can 
change our business models for the better. 
We have learned not to avoid new 
technology but to marshal it to meet our 
needs. We have learned the power of 
scenario planning as we navigate 
uncertainty.

For many, technology has been a 
financial saviour, for example, helping 
some businesses cut back-office costs, 
according to a member of our Europe 
Regional Advisory Panel (see “How 
European Companies Are Embracing 
Hybrid Working, ESG”, FM magazine, 
24 August 2021, tinyurl.com/dwhu2h8r). 
The tech advance has brought welcome 
savings — a dividend. However, it is not a 
good idea to simply bank that money. 
Instead, look at where you could invest it to 
help you build business resilience. You do 
not create value by simply reserving your 
resources, but by using them well. Finance 
has a key role in getting resources to the 
right parts of the business at the right time.

Management accountants should help 
their organisations and clients invest in 
technology and human capital to do more 
than return to “normal”. The world has 
been through profound changes, and 
finance needs to recognise that and reflect 
the future vision in all that it does.

A McKinsey survey of executives 
(available at tinyurl.com/86f9p3aw) found 
that during the pandemic, companies 
accelerated the digitisation of their 
customer and supply chain interactions 
and of their internal operations by three to 
four years. I have read commentators who 
believe that it might be as much as seven 
years. These crisis-related changes are 
likely to be long-term. 

Finance leaders should be at the 
forefront of helping businesses make 
decisions on technology investments for 
their organisations.

So which technology should you focus 
on? That depends on your business. 
Currently, artificial intelligence (AI) is being 
used extensively by accounting and finance 
professionals. AI has been a long time 
coming to our industry, but it is an example 
of the right resource being in the right place 
at the right time.

Next, implementing the right resources 
can be as challenging as choosing them. It is 
as much about bringing your staff with you 
as embedding a new technology. Our report 
Finance Transformation: The Human 
Perspective (available at tinyurl.com/3rvj84et) 
offers tips to help:

The tech 
dividend
By Andrew Harding, FCMA, CGMA

Andrew Harding, FCMA, CGMA, is chief 
executive–Management Accounting at 
the Association of International 
Certified Professional Accountants, 
representing AICPA & CIMA.
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To our valued readers,

AICPA & CIMA have long urged and equipped management accountants to fully embrace digital transformation. 
Many pages of FM magazine have been devoted to highlighting the urgent need to leverage technology to 
reimagine how you work. The pandemic accelerated that shift to a digital mindset and heightened the demand 
for agility.

It’s now time for FM to take its own advice to heart and advance its publishing transformation to the next level. 
Starting in 2022, FM will be completely digital. This issue is FM’s last paper copy. 

Digital delivery of all AICPA & CIMA magazines allows us to provide greater responsiveness to breaking news and 
trending topics, cover a wider variety of topics, and provide access to even more experts. It supports our strategy to 
provide a better member experience. It will reduce exposure to rising prices and supply chain issues. That will 
allow us to focus our resources on expanding the ways we serve you, offering content more frequently and in a 
variety of formats to suit your preferences.

The change also enables us to progress towards our environmental responsibilities and supports AICPA & CIMA’s 
goal of becoming  a net-zero emissions organisation. We take that responsibility for the planet seriously. In recent 
years we’ve worked to source sustainably grown paper, eliminate plastics from our delivery packaging, and use 
materials that are recyclable and biodegradable. But the time has come to do more to lessen our impact on the 
environment by eliminating the printing and global transportation of magazine copies. As a global leader of the 
profession, AICPA & CIMA must lead by example. 

FM’s dedication to advancing management accounting is unchanged. In 2022, that means more content on the 
topics most important to you, available in a variety of digital formats including a digital replica. Members and 
subscribers will access their FM subscription online and be notified of updates and editions. We’ll be here to 
support you through the change to ensure you can find the information, insights, tools, and resources you need.

As we prepare to greet 2022, we’re ready to meet the moment and live this digital transformation together.

Yours sincerely,

Kim Nilsen

Kim Nilsen, Publisher 
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The past two years have been a
unique experience for �nance
and accounting professionals:
the emergence of a global
pandemic in less than a month;

moving from an o�ce-based to remote
working environment almost overnight;
almost-instant cessation of global trade;
disruption of supply chains; a revolution
in the business models of multiple
industries; the development of e�ective
vaccines at unprecedented speed; and a
rapid economic recovery in many
markets. Yet despite all the turbulence,
the books continued to be closed, balance
sheets for many remained strong,
technology adoption in �nance
accelerated, and �nance professionals
continued to shift from manual
accounting work to technology-enabled
analytics. The adaptability,
resourcefulness, and resilience of the
�nance profession was yet again
demonstrated. So, what should �nance
leaders be focusing on in 2022 and
beyond?

A new talent agenda
At the heart of the transformation
wrought by the pandemic and its e�ects
sits the �nance and accounting
professional. The speed with which
�nance teams were able to reshape
budgets, retool forecasting processes,
conserve cash and capital, and adapt to

Talent development efforts were curtailed by COVID-19,
but they should be a key priority for organisations now.

By David A. J. Axson

Finance 2022:
The time for talent

creo




remote working while also sustaining 
ongoing accounting operations has 
created a strong platform for the next 
wave of 	nance transformation. In fact, 
Accenture reported in February 2021 that 
79% of CFOs surveyed said the eects of 
COVID-19 have compelled them to ramp 
up their 	nance transformation eorts. 

We have seen technology adoption 
increase as organisations have used new 
tools to help them operate in a disrupted 
world. However, one area has largely been 
neglected. Despite the scale and scope of 
change endured over the past two years, 
many organisations have had little ability 
to invest in eective talent development. 
Almost all on-site training was rapidly 
cancelled, remote programmes were slow 
to ramp up, and valuable one-on-one 
coaching and mentoring moved to a 
less-than-satisfactory virtual model. Even 
if such programmes were available, few 

professionals had the time to participate. 
In addition to their schedules being 
disrupted by working from home, 
including in some cases overseeing their 
children’s remote learning, they also 
worked to constantly reforecast as they 
dealt with the impact of local virus 
strains, lockdown rules, vaccination rates, 
and government stimulus programmes.

The biggest risk for 	nance and 
accounting teams going forward is that 
business models, working practices, and 
technologies have fundamentally 
changed without any corresponding 
investment in equipping talent to 
sustainably operate in the new, uncertain 
world. 

It’s not just the pause in talent 
development that has dangerous 
implications for the future, it’s that the 
skills needed to be successful in a 
post-COVID-19 world are dierent. 

As the pandemic took hold in early 
2020, many 	nance teams were already 
adapting to changes unleashed by digital 
technologies. Robotic process 
automation, arti	cial intelligence, 
machine learning, advanced analytics, 
data science, visualisation, blockchain, 
and other emerging technologies are 
transforming the work of the 	nance 
professional. Manual work is not just 
being automated but eliminated or 
reduced to a minimum; reliance on 
spreadsheets as the sole analytic tool is 
reducing; calendar-driven processes are 
being replaced by event-driven processes; 
and compliance-and-control activities are 
moving from being largely detective in 
nature to a balance of preventive and 
in-process methods. Taken together, these 
changes demand a reskilling of the whole 
	nance organisation. Finance education 
needs to be retooled to be 	t for purpose 



10  I  FM MAGAZINE  I  December 2021

in a post-COVID-19, digitally enabled 
world. 

Educational institutions need to 
reshape curricula to equip graduates with 
an understanding of how accounting and 
finance theory is applied in the for-profit 
and not-for-profit worlds. This needs to 
include newer disciplines such as data 
science, data governance, analytics, and a 
stronger emphasis on finance’s expanded 
role across the enterprise. 

Professional bodies need to develop 
not just technical accounting skills but 
also equip professionals with the 
communication, collaboration, and 
deductive skills needed to clearly explain 
financial performance and recommend 
alternative courses of action in the 
context of an enterprise’s overall strategy 
and market position. Audit skills need to 
be less procedural and more risk-based, 
extending across an organisation’s 
ecosystem no longer limited by 
organisational boundaries. 

Career development for finance 
professionals needs to expand to include 
greater cross-functional teaming, use of 
scenario and risk-based techniques for 
planning and investment evaluation, and 
rotational roles across lines of business, 
functions, and geographies. Long-term 
remote working will require rethinking 
mentoring, supervisory, coaching, and 
performance-evaluation methods.

5 areas of increased focus for the 
finance professional in 2022 and 
beyond
From task execution to process 
management
Instead of processing transactions, 
finance and accounting professionals are 
moving to managing automated 
accounting processes ensuring efficient 
execution, data governance, and change 
management (remember, the optimal 
number of manual journal entries or 
account reconciliations is zero). Instead 
of focusing on micro-tasks such as 
matching, reporting, and budgeting, more 
time needs to be spent on managing the 
overall finance and accounting 
architecture to adapt to new business 
needs, changing market conditions, and 
expanding regulatory and compliance 
requirements.

From lean to optimised
For many years, the objective for 
managing operating expenses and supply 

chains was low-cost and lean. For many 
this led to complex global sourcing 
strategies, just-in-time inventory 
management, and zero-based expense 
management. The negative impact of 
such policies was illustrated by bare 
supermarket shelves, dealerships without 
cars, and rising expenses to cover 
unexpected staff and shipping costs. 
Companies are already looking at 
restructuring their supply chains to 
increase resiliency without fully 
sacrificing the benefits of low-cost and 
lean. Finance has a crucial role to play in 
assisting the business in analysing the 
trade-offs across expense budgets, supply 
chains, and associated working capital.

From analytic experimentation to 
analytic management
It sometimes seems that no matter what 
the business problem, the answer today is 
analytics. The result is that over the past 
five years, analytic experiments have 
proliferated. Often such experiments 
operate outside established data, 
technology, and governance processes 
that have been too restrictive or simply 
too slow to adapt. The good news is that 
many of these experiments have delivered 
real value in short order, making clear the 
business rationale for embedding 
analytics in the DNA of business.

It is time to take control of the 
analytics wave. Embedding analytics in 
the fabric of strategy, planning, 
operations, finance, and overall decision-
making in a planned and coordinated 
manner is essential to realising long-term 
value. Finance teams are perfectly 
positioned to understand the balance 
between speed and discipline, having 
addressed the same trade-offs in core 
procure-to-pay, record-to-report, and 
order-to-cash processes. Moving from 
analytics experimentation to an analytics 
culture will be a high priority if the value 
of ever-increasing data availability and 
advanced analytic tools is to translate into 
profitable growth.

From enterprise to ecosystem
During the pandemic, the boundaries of 
the organisation have moved from the 
office to many employees’ living rooms or 
kitchens. More importantly, no 
organisation operates in isolation. The 
ecosystem of customers, suppliers, 
employees, shareholders, lenders, 
regulators, and other stakeholders needs 

to operate harmoniously. Imagine how 
valuable Google or Amazon would be 
without broadband technology supplied 
by phone or cable companies. As the 
pandemic showed, those organisations 
that did not only adapt their own business 
but also aligned elements of their total 
ecosystem to a new model were most 
successful. From restaurants establishing 
delivery or kerbside takeaway services to 
personal trainers delivering workouts 
over Zoom, ecosystems were redefined. 
Going forward, finance needs to take an 
expanded view of how an enterprise 
creates value and, perhaps more 
importantly, where business risks reside. 
Recent examples include third-party data 
breaches, supplier use of child labour, 
product provenance, and carbon 
emissions, all of which have a significant 
financial impact. 

From technology to talent
It seems that the past 25 years have been a 
series of technology-led finance 
transformations: enterprise resource 
planning, data warehouses, e-commerce, 
and digital. Now as the level of 
automation of standard finance and 
accounting work nears 100% even for the 
smallest organisations, the differentiator 
in performance will be determined by 
talent, not technology. 

World-class finance teams will be 
defined by their ability to attract top 
talent; develop, motivate, and retain that 
talent; and most important, continuously 
invest in that talent in terms of skills, 
competencies, tools, technologies, and 
experiences. 

The events of the past two years have 
created a once-in-a-lifetime opportunity 
to reinvent finance — let’s not squander 
the opportunity. As we move into 2022, it’s 
time to define and implement a coherent 
finance talent strategy that positions our 
most valuable finance resource — our 
people — for success.  ■

David A. J. Axson is a consultant and 
author and a retired partner from 
Accenture, a co-founder of The Hackett 
Group, and former head of corporate 
planning at Bank of America. To 
comment on this article or to suggest 
an idea for another article, contact Neil 
Amato, an FM magazine senior editor, 
at Neil.Amato@aicpa-cima.com.
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D ata has become one of the
most valuable assets any
business has — not just for
digital giants like Google,
Alibaba, or Facebook, but for

small and midsize �rms, too. Data
allows companies to make better
decisions, understand market trends
and customers more accurately, deliver
smarter products and services, improve
their business operations, and generate
new income streams. 

But what does this mean for those
people charged with evaluating the return
on investment of a data strategy and
business use cases? How do you know
what constitutes a valuable data strategy
when you’re not a big data expert?

Why every company needs a data
strategy
If every business is now a data business, it
stands to reason that every business needs
a data strategy. Whether you’re a small,

What should a data strategy cover?
Here is a quick summary of the key
elements every data strategy should
cover.

Start with your key strategic data use
cases/data priorities
Essentially, this means working out why
and how you want to use data. Note the
word strategic, though, since this is a key
part of working out how best to use data.
Data use cases or data priorities must
always be linked to your overarching
business strategy — in other words, how
will you use data to achieve the
company’s key strategic objectives and
solve its most pressing problems? A
handy template for identifying data use
cases is available at tinyurl.com/voha7rq.
(Editor’s note: This is from the author’s
website.)

There are many ways companies can
use data, but they broadly fall into the
categories mentioned above. Most

What makes a good
data strategy?

family-run business or a large
multinational, if you don’t have a data
strategy, you risk missing out on the huge
potential business value data o�ers.

The data strategy is an opportunity to
set out how you want to use data, clarify
your top data priorities, and make a plan
for delivering your goals. It’s the surest way
to drill down to your core business data
needs and create an achievable plan for the
future.

With technology advancing so fast these
days, many businesses — especially at the
smaller end of the scale — feel like they’re
struggling to keep up. This may lead to
inaction or a strong urge to ignore the big
data revolution. Or it may cause the
company to dive eagerly into new data
opportunities without giving them proper
consideration (resulting in a lot of data that
isn’t very useful for the business). Neither is
a great way to get the most out of data.

That, in a nutshell, is why every
company needs a data strategy.

Figuring that out is essential in a business world now awash in digital information
that must be collected, analysed, and interpreted.

By Bernard Marr
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companies start by using data to improve 
decision-making, which may lead to data 
priorities such as:
  y Understanding and improving 

employee engagement;
  y Delivering a more personalised 

customer experience; and
  y Optimising prices.

Whatever use cases the business has 
identified, the role of the finance 
professional should be to evaluate the 
business impact and ROI of potential 
data projects in relation to the company’s 
strategic goals. 

It’s also important that the data 
strategy focuses on an achievable 
number of use cases. When working with 
business leaders to develop their data 
strategy, it’s helpful to identify between 
one and five use cases — plus one or two 
quick wins (small data projects that can 
be implemented relatively quickly to 
demonstrate successes). Any more than 
that and the data strategy risks becoming 
cluttered and unrealistic. 

Then set out the requirements and 
challenges for each use case
Having worked out how to use data, 
you’re then in a position to move onto 
the data strategy itself, and this should 
consider the requirements set out below. 
(A data strategy template that covers all 
these elements is available at 
tinyurl.com/sx6b9cc.) You’ll note that the 
template identifies cross-cutting issues/
challenges that are common to each use 
case; we do this because, even though 
each use case/data priority is different, 
they’ll probably share some of the same 
issues or challenges.

So, working through the template in 
order, the key elements of a good data 
strategy are:
  y Data requirements: What data does 

the business need, and how will it 
source that data?

  y Data governance: How will the 
business tackle issues around data 
quality, ethics, privacy, ownership, 
access, and security?

  y Technology: What software 
and hardware requirements are 
involved? This will span technology 
for collecting data, storing data, 
processing (analysing) data, and 
communicating insights from 
data. Does the organisation already 
have the technology in place to 
support the data strategy? If not, 

the business needs to identify what 
is needed in order to meet such 
requirements.

  y Skills and capacity: Lack of data 
knowledge and skills is a big issue 
for many companies, so how will 
your business close the data skills 
gap? This may include training staff, 
hiring new talent, partnering with 
external providers, and so on.

  y Implementation and change 
management: What challenges 
will need to be overcome in order 
to implement the data strategy 
successfully?
A good data strategy could cover all 

these elements and identify common 
themes and issues across your data 
priorities.

Key data strategy pitfalls to be 
aware of
When evaluating a data strategy, it helps 
to be aware of the most common 
mistakes companies make. These 
include:
  y Starting with an outdated 

business strategy: The data 
strategy must support a business 
strategy that’s up to date and 
relevant to today’s digital world.

  y Not linking data uses/priorities 
to strategic business goals and 
challenges: Too many companies 
develop their data strategy around 
use cases that are interesting or easy 

to implement, rather than use cases 
that get them to their goal.

  y Only considering internal, 
traditional data: Today, data comes 
in many forms and from many 
sources. A good data strategy should 
consider all avenues for accessing 
data, including options like photo 
data and video data, and external 
sources such as social media 
platforms and big data brokers.

  y Minimising or overlooking the 
ethical, privacy, and legal issues: 
Consumer trust is paramount, so 
it’s vital governance is given proper 
consideration.
A good data strategy is essential for 

today’s businesses. These tips will help 
you evaluate your data strategy with 
confidence and understand how to use 
data to best achieve the company’s 
strategic objectives.   ■

What makes a good
data strategy?

Bernard Marr is a thought leader, 
speaker, author, and business, tech, 
and data adviser. The second edition of 
his book Data Strategy: How to Profit 
From a World of Big Data, Analytics 
and Artificial Intelligence was 
released in October. To comment on 
this article or to suggest an idea for 
another article, contact Chris Baysden, 
an FM magazine associate director, at 
Chris.Baysden@aicpa-cima.com.
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Companies are reinforcing their
prevention and detection efforts
amid a surge in cyberattacks.

By Joseph Radigan

Best practice to limit
ransomware damage
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R ansomware attacks have
become the world’s most
pervasive cyberthreat, with
severe consequences in 2021
for businesses ranging from

one of the world’s largest meatpacking
companies to the pipeline that provides
much of the fuel for the eastern US.

The problems are worsened by the
growing practice amongst attackers of
extracting companies’ con�dential data
and storing it away before locking up a
victim’s network. Victims that balk at
paying the ransom are then threatened not
only with being unable to access their data
and systems but also with sitting by
helplessly while their con�dential �les are
released to the world — and rivals.

“Ransomware is now becoming a
concept of double extortion,” said Allison
Davis Ward, CPA, a partner with CapinTech,
a division of CapinCrouse LLP
headquartered in Indianapolis, Indiana in
the US. “The implications of not having the
controls in place to recover from it and
prevent it are hugely impactful.”

Ward said the risks from ransomware
attacks are spurring companies to beef up
their cyber resilience, which she describes
as the combination of prevention and
detection controls that give companies the
ability to quickly recover.

“Having management understand that
is really the �rst step because they will be
able to support IT and your cybersecurity
group,” Ward said.

With so many cybercriminals
concluding that computer crime does pay,
businesses are under more pressure than
ever to stay alert.

What’s more, the ransomware problem
seems to be getting worse. IBM Corp.
recently said that ransomware has become
the worst malware threat for businesses,
representing 23% of the attacks in its
sample. For example, an attack that hit
hundreds of businesses during the Fourth
of July holiday weekend in the US made a
supply chain intrusion through software
provided by Kaseya Ltd. The attack was the
latest in a series of reminders of the
growing risks from ransomware.

The global average cost to remediate a
ransomware attack in 2020 was $761,106,

according to a report by British IT security
company Sophos.

“Organisations need to continue
evaluating the true nature of the risk of a
ransomware attack,” said Steven Ursillo Jr.,
CPA/CITP, CGMA, a partner with Cherry
Bekaert LLP in West Warwick, Rhode Island
in the US.

The evaluation should start with a look
at an organisation’s overall governance
plan for its cybersecurity and then proceed
to an examination of how computer
networks and individual systems are
protected from outside attacks.
Organisations then need to look at the
vulnerabilities in their technology supply
chains and how they can respond to the
weaknesses.

In addition, organisations need to
assume that they are currently under
attack and that an adversary has already
breached the perimeter. They should have
the systems and controls in place to
identify any anomalies or indicators of
compromise as attackers attempt to move
laterally within the environment. Having a
well-de�ned incident response plan will
also be a key driver for successful recovery.

Businesses should also educate their
sta�s about the risks from phishing attacks
(see the sidebar, “Employees Are a Vital
Resource in the Fight Against
Ransomware”).

“The access point of these attacks is
invariably through some degree of social
engineering or phishing email,” said Brian
Lord, the CEO of London-based
cybersecurity consulting �rm Protection
Group International Ltd. “It’s always the
case.”

The perpetrators of ransomware attacks
are “very agile in the way in which they
deploy the campaigns, and they’re looking
for new and emerging ways to get in”,
Ursillo said. The hackers’ resourcefulness
means businesses must regularly review
their information security environment,
where data enters the systems, where and
how it’s processed, and where the data
goes.

Lord advised businesses to start
securing their networks by reviewing their
information technology architecture and
then determining the systems that are the
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most valuable and in need of the most 
sophisticated protection. The next step 
consists of ensuring that there is a rigorous 
patching regime to ensure that updates 
from providers are quickly applied.

“You need to apply security updates to 
anything and everything you have tied to 
the internet,” Ward said.

Lord said that each time a vulnerability 
becomes known (through research or an 
attack) vendors are fairly quick in writing 
the updates and patches to their software 

in most cases, the more difficult a 
company makes it for a hacker to attack its 
systems, the more likely it is that the 
hacker will give up and move its focus to 
another network.

“Other than specifically targeted 
attacks, most cybercriminals are 
opportunists. If they find an organisation 
difficult to breach, they will move on,” 
Lord said, in reference to hackers’ efforts to 
breach individual networks. 

“The first time mainstream 
cybercriminals come across a company 
which has actually got some decent 
protection in place, it becomes too much 
hard work, and they will go somewhere 
else,” Lord said.

Ward said that contracting out a portion 
of an IT network to a third party doesn’t 
relieve executives and partners of the 
responsibility for supervising their 
systems. “You have to take ownership and 
responsibility of managing that 
relationship and ensuring they’re doing 
what they need to do,” she said.

Ursillo said businesses must 
understand how hackers can raid their 
systems, and he recommended that 
businesses make sure they have thought 
through their security architecture and 
require users to log on with multifactor 
authentication with least-privilege access 
control policies.

In addition, businesses must do more 
than rely strictly on the defences to their 
networks’ perimeters and must also review 
their threat-detection software. They then 
need to assess how they can retrieve data 
that has been targeted in an attack and 
determine if they can retrieve it 
independently of the systems the attackers 
locked.

Lord said that critical data and systems 
should be backed up, protected, and 
segregated so that if a company’s 
production systems are disabled by a 
ransomware attack, the company can 
continue to operate. Hackers have become 
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8 March 2021, tinyurl.com/h8f54mmp

“Stay Vigilant Against These 5 Data 
Security Risks”, FM magazine, 15 July 
2020, tinyurl.com/ypznea48

“Why CFOs Need More Cybersecurity 
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tinyurl.com/26pk5r2n
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AICPA Cybersecurity Resource Center, 
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CGMA Cybersecurity Tool,  
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Employees are a vital resource in the fight against 
ransomware
Although ransomware’s emergence as a favourite tool of cyberattackers is 
somewhat new, one of the most important tactics for preventing a breach has been 
a cybersecurity staple for years.

Experts say that ransomware attackers often gain access to systems by tricking 
unwitting employees into letting them in. Ransomware is best stopped at the door, 
and everyone with access to systems needs to be ready to perform their duties 
related to cybersecurity.

It’s most important to train employees to recognise unsafe links and avoid 
clicking on them or opening them. In fact, it may be best to avoid clicking any links 
that are sent to you, unless they are coming from a familiar source and you are 
expecting them. Other tips include:
  y Insist that employees use their business email accounts for work-related 

purposes, as these should be better protected than their personal email 
accounts. They should also be suspicious of messages from vendors or 
business contacts that come from personal accounts rather than business 
accounts.

  y Instruct employees to watch for misspellings, unusual punctuation, and 
poor grammar, as these may be clues that an email is coming from a 
nefarious source.

  y Restrict online visits to websites that employees are familiar with and are 
known to be safe. Ransomware can be spread through a process known 
as “drive-by downloading”, which occurs when a user visits an infected 
website, according to the information security office at the University of 
California at Berkeley.

  y Require employees to notify the IT department promptly if they accidentally 
click on a hazardous link or otherwise suspect that they may have exposed 
the company to a breach. If an attack is identified quickly, IT may be able to 
minimise or reduce the damage.

— By Ken Tysiac

to close the vulnerability that was 
exploited. Delayed patching leaves an open 
door for attackers; quick patching forces 
attackers to find new vulnerabilities.

Lord advised companies to focus their 
security efforts on their most valuable 
systems and data and not try to build 
massive, impenetrable barriers around 
every server and program.

“You identify the critical systems, or 
critical data, and you start protecting those 
incredibly well,” Lord said, explaining that 
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more sophisticated over the years and have 
learned how to encrypt nonsegregated, 
backed-up data as well as the live 
production systems.

Ward said businesses are being advised 
to configure backup systems to ensure 
they are segmented properly from their 
production environment, or air-gapped, as 
an extra measure of protection. That type 
of configuration will stop the attackers 
from blocking access to the backup data at 
the same time they shut down the 
production network.

“The reality is it’s a matter of when, not 
if” a business will be hit by a ransomware 
attack, Ward said. “No industry is safe. 
We’ve seen time and time again that every 
industry can be targeted. So, it’s important 
for you to make the investment so that you 
can put yourself in a position to minimise 
the impact of an attack.”

Arguably one of the most difficult 
challenges any victim of a ransomware 
attack has to confront is whether it should 
pay the ransom. Law enforcement agencies 
such as the US Federal Bureau of 
Investigation and some of its foreign 
counterparts advise against it. In October 
2020, the US Treasury Department’s Office 
of Foreign Assets Control issued an advisory 
that said victims of ransomware attacks 
could themselves have a legal liability if it’s 
determined that the ransom they paid 
winds up being used for criminal activity.

Lord said that while that was a correct 
principle, any organisation that has been 
hit still needs the freedom to make the 
decision that fits its situation.

“The challenge for management and 
directors, should the company’s leadership 
decide to pay, is to have a sound 
justification for their decision that can be 
presented to the general public, customers, 
suppliers, shareholders, and regulators,” 
he said. “We also ensure that our clients’ 
leadership test this aspect of incident 
response in scenario-based exercises 
because the first time an organisation 
considers the complexity of such issues 
shouldn’t be when it’s happening for real 
against a ticking clock.”   ■

Joseph Radigan is a financial writer 
based in the US. To comment on this 
article or to suggest an idea for 
another article, contact Ken Tysiac,  
FM magazine’s editorial director, at 
Kenneth.Tysiac@aicpa-cima.com.
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A new age of digital assets 

Q  Are corporations going to adopt digital asset strategies? 

A  Corporations are seeking digital asset strategy discussions to understand if 
— and when — a strategy is right for them to execute. In Deloitte’s 2021 Global 
Blockchain Survey (available at tinyurl.com/2rkdc4dj), 80% of respondents 
agreed that their industry will see new revenue streams from blockchain, digital 
assets, and/or cryptocurrency solutions. This trend is evident as digital assets 
have entered more mainstream adoption. Successful adoption of a digital asset 
strategy includes collaboration throughout the company (e.g., operations, legal, 
finance) and with external stakeholders (e.g., vendors, advisors, auditors).

Q  How do you approach accounting and reporting for digital assets?    

A  For some, there may be challenges when applying accounting standards 
that were issued before blockchain-enabled transactions existed. The 
application of current — or future — accounting and reporting guidance requires 
a thorough understanding of the facts and circumstances surrounding the flow 
of transactions involving digital assets. Nonauthoritative practice aids have 
provided some clarity, but companies often seek blockchain-savvy accountants 
to help understand relevant information and evaluate the accounting. 
Companies are also focusing on disclosures, including additional disclosures, 
to provide relevant information to investors when the accounting may not reflect 
the economics of the digital assets.   

Q  How should companies address the evolving trends of cyber risks 
within the blockchain ecosystem?    

A  Tech-savvy companies are starting to expand their initial use of digital 
assets into new forms of digital assets (e.g., digital tokenization) and 
transactions (e.g., decentralized finance) supported by complex networks of 
interdependent smart contracts on public blockchains. These added layers have 
been the target of highly sophisticated cyberattacks through account takeovers, 
exploitation of smart contract design flaws, manipulation with flash loans, 
fraudulent liquidity pools, and technology vulnerabilities. In Deloitte’s 2021 
Global Blockchain Survey, 71% of respondents reported that cybersecurity is the 
biggest obstacle to the acceptance and use of digital assets globally. Companies 
must consider how their internal controls are sufficient to address and monitor 
risks that may be outside the organization. Therefore, companies should deploy 
robust cybersecurity assessments and monitoring controls in response to 
current and future cyber risks. 

This publication contains general information only, and Deloitte is not, by means of this 
publication, rendering accounting, business, financial, investment, legal, tax, or other 
professional advice or services. This publication is not a substitute for such professional 
advice or services, nor should it be used as a basis for any decision or action that may 
affect your business. Before making any decision or taking any action that may affect 
your business, you should consult a qualified professional adviser. Deloitte shall not be 
responsible for any loss sustained by any person who relies on this publication.
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They can help lower transaction fees, but 
plenty of due diligence is still required.

By Chris Baysden

Crypto curious? 
What to know  
before 
accepting 
digital 
payments
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O nce primarily the �nancial darling of 
tech geeks and the dark web, 
cryptoassets such as bitcoin and 
dogecoin have emerged as household 
names in the past few years, thanks in 

part to extensive media coverage of their 
rollercoaster valuations. All the exposure — 
especially with a big business name such as Elon 
Musk repeatedly making investment waves — may 
have more companies than ever wondering if they 
should join the crypto club. 

So what do crypto curious �nance departments 
need to know when deciding whether to accept 
bitcoin and its digital brethren? This article breaks 
down key considerations CGMA decision-makers 
should keep in mind regarding accepting crypto 
payments. (Editor’s note: The potential perks and 
pitfalls of corporate crypto investments are legion 
and beyond the scope of this article.) 

Accounting technology consultant Amanda 
Wilkie notes a number of potential advantages to 
taking payments in cryptoassets. At the top of the 
list, cryptoassets provide users with the 
opportunity for real-time settlements, lower 
transaction fees, and a way to generate revenue 
across borders without having to deal with 
currency conversions. 

Days of future past
Bitcoin, introduced in January 2009, is the oldest 
and by far the most widely used cryptocurrency, 
with a market cap north of $800 billion as of this 
writing. Ether is a distant second to bitcoin but still 
considerably more popular than tether, dogecoin, 
and the rest of the thousands of cryptoassets on the 
market. 

Wilkie thinks getting into cryptoassets now — a 
little over a decade into their development — can 
give companies a competitive advantage akin to 
the one that some tech-savvy companies gained in 
the early days of the internet.
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Whether for those reasons, or simply 
to attract more tech-savvy customers, 
many companies have dipped their toes 
into the crypto waters. AT&T, Microsoft, 
Rakuten, and Sotheby’s are among the big 
names that accept crypto payments. But 
the use of crypto isn’t limited to large 
multinationals. 

In the US alone, about one-third of 
small and medium-size companies 
accepted payments in cryptocurrency, 
according to a January 2020 study funded 

by HSB, a subsidiary of insurance giant 
Munich Re. 

“The intro into accepting crypto is 
becoming much easier,” noted Wilkie, who 
is based in Alexandria, Virginia, in the US 
and works at Boomer Consulting Inc. “You 
don’t have to spin up mining rigs.”

That’s a reference to bitcoin mining, in 
which miners compete to validate and add 
a block of transactions to a blockchain. The 
miners compete through the use of a 
computer to solve complex equations, and 

the winning miner is then entitled to 
transaction fees and/or a block reward 
(that is, newly created bitcoin).

The inner workings of cryptoassets and 
blockchain can seem opaque to nontechies 
with its talk of tokens, wallets, and hashes. 
Even its origins are shrouded in mystery, 
with no one really sure who is behind the 
alias of bitcoin creator “Satoshi 
Nakamoto”. 

Payment processors can help
But Wilkie says companies don’t need to 
understand the technological minutiae if 
they use a payment processor, which can 
accept payment in various cryptoassets 
and then convert it to a �at currency before 
it even hits the company’s books. 

Companies can choose from among 
many crypto payment processors. One of 
those, BitPay, has been used since 
November 2017 by APMEX, based in 
Oklahoma City, Oklahoma, in the US — a 
company that sells coins and precious 
metals to retail investors and collectors. 
Since signing up with BitPay, APMEX has 
conducted $93 million in crypto 
transactions, with those deals typically 
making up about 3% of the company’s 
annual sales. 

One bene�t of using a crypto payment 
processor is the speed, said APMEX CFO 
Doug Sterk. BitPay deposits US dollars into 
APMEX’s account within one day after 
receiving the payment in bitcoin or 
another cryptocurrency. This allows his 
company to quickly send out the goods to 
buyers instead of having to wait for a 
cheque to arrive and to clear the bank. 

“We have to make sure the funds are 
good,” Sterk said. “Nobody stays in business 
long selling free gold.”

Sterk also likes that the fee he pays to 
BitPay is only around 1% of the transaction. 

By contrast, credit card processing fees 
are typically 1.5%–3.5%, according to 
Bankrate.com. Companies also can pay 
4%–6% fees for international wires, noted 
Jagruti Solanki, CPA, CGMA, the CFO of 
Atlanta-based BitPay. Solanki, whose 
company processes about $1 billion in 
transactions annually, adds that there is no 
risk of chargebacks. That’s another major 
plus for CFOs such as Sterk. 

“That chargeback is a four-letter word,” 
he said. 

Due diligence still needed
While using a payment processor can help 
to mitigate many risks, companies still 
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must perform due diligence before 
accepting crypto payments. 

Companies first should investigate 
whether there is existing consumer 
demand for paying in crypto — or if 
accepting crypto might attract new 
clientele. 

Then, companies need to do their 
homework when picking a processor to 
make sure that it is reputable and its 
technology systems are secure. Companies 
also still need to practise the KYC, or 
“know your customer”, philosophy. Since 
crypto can be harder to track than, say, 
bank transactions, it’s crucial to ensure 
you aren’t dealing with money launderers 
or entities with financial sanctions.

There’s another consideration for giant 
companies: That 1% processing fee can go 
to almost zero if a company builds its own 
processing capabilities, said Howard 
Greenberg, president of the American 
Blockchain & Cryptocurrency Association 
(ABCA), a trade association based in 
Washington, D.C. For that reason, it may 
make sense for companies that engage in 
an enormous number of transactions to 
build their own payment collection 
system. 

Building your own processing system 
obviously entails additional upfront 
costs, as well as specialised technology 
skills. Therefore, it is less likely to make 
sense for small or even midsize 
organisations. “There is still a 
technological barrier to entry,” added 
ABCA board member Ted Kowalsky. “For a 
company to implement all of this from 
scratch, this is not an easy lift.”

Operating without a payment processor 
also entails more than just cybersecurity 
challenges, especially for finance 
departments. First is the volatility — 
cryptoasset valuations can change quickly. 
Companies that keep crypto on their books 
as part of their cash flow strategy could see 
wild swings in its worth and should 
address that in their risk management 
strategy. 

For companies using a payment 
processor like BitPay that accepts crypto on 
behalf of the company’s customer and 
settles to the company in fiat currency, the 
tax and accounting is no different from the 
way they record transactions today — there 
is no impact of cryptocurrency on the 
company’s books. Companies holding 
cryptocurrency or receiving 
cryptocurrency must keep track of the cost 
basis of the asset and calculate realised 

losses and gains. This could be 
complicated by the fact that there is a 
dearth of guidance in some countries 
regarding how to treat gains and losses. 

“It can be an accounting and tax 
nightmare if it is not done properly from 
the start,” Solanki said.   ■
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B usinesses have become increasingly reliant on 
articial intelligence (AI), which has had huge 
impacts in areas such as forecasting, process 
automation, and customer service. But with AI now 
in�uencing life-critical decisions around 

employment, access to nance, and medical treatment, what are 
the ethical pitfalls? Take this quiz to test your knowledge of the 
important ethical considerations surrounding the use of this 
rapidly evolving technology.

1. The guidelines for the ethical development of AI are 
known as what?
a. Asimov principles.
b. Asilomar principles.
c. ACM Code of Ethics.
d. Python code.

The correct answer is b. Asilomar principles.
Created at the Asilomar Conference on Benecial AI in 2017, 

the Asilomar principles (see futureo�ife.org/ai-principles) 
guide the continued ethical development of AI to benet 
society. Although aimed at AI research teams, the 23 principles 
include areas of particular interest to accountants such as 
safety, transparency, risk mitigation, and value alignment.

The science ction writer Isaac Asimov (1920–1992) 
developed the “Three Laws of Robotics”, in the hope of 
guarding against potentially dangerous AI. Although Asimov’s 
laws are often quoted in discussions around AI, they are 
ctional and were never intended for real-life use. 

The Association for Computing Machinery (ACM) Code of 
Ethics and Professional Conduct is concerned with how 
fundamental ethical principles apply to a computing 
professional’s conduct and decision-making.

Python is a programming language used for data science, 
automation, and software development applications. As a 
general-purpose language, it can be used for applications as 
diverse as self-driving cars, game development, and the 
Net�ix recommendation algorithm.

Find out how much you know about the biases and 
dilemmas related to artificial intelligence.

By Rebecca McCaffry, FCMA, CGMA

Quiz: The ethical 
pitfalls of AI
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2. In 2020, the volume of data/information created, 
captured, copied, and consumed worldwide was 
estimated to total in excess of 64 zettabytes, with a 
projection for 2021 of around 79 zettabytes. But how big 
is a zettabyte?
a. One billion terabytes.
b. One trillion gigabytes.
c. One thousand exabytes.
d. One sextillion bytes.
e. All of the above.

The correct answer is e. All of the above.
A zettabyte is equal to one sextillion bytes, one billion 

terabytes, one trillion gigabytes, or one thousand exabytes. 
Statista estimates that by 2025 global data creation will exceed 180 
zettabytes (see tinyurl.com/jzujrrk3). Growth was higher than 
previously expected in 2020 due to the COVID-19 pandemic, as 
more people worked and learned from home and used home 
entertainment options more often. 

3. Which of the following uses of AI may result in an 
ethical dilemma?
a. An algorithm developed to decide which patients should 

receive medical treatment.
b. An automated application review system for recruitment. 
c. An algorithm that predicts the likelihood of mortgage default.
d. All of the above.

The correct answer is d. All of the above. Without due care and 
attention to the context in which the AI is operating, ethical 
dilemmas and biases may arise in all three situations.

A recent report from PwC (available at tinyurl.com/tu7we9nk) 
quotes the hypothetical example of an algorithm used to decide 
which patients should receive expensive, continuing care for a 
chronic disease. The team creating the algorithm based its model 
on past patterns of approvals for such care. However, groups 
speaking English as a second language have historically requested 
and received this care far less than native English speakers. 
Without awareness of this fact and a determination to 
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compensate for it, there is a risk that the 
algorithm will automate discrimination by 
assigning care more rarely to these groups.

A famous example of bias creeping into 
AI-enabled recruitment processes, reported 
by Reuters (see tinyurl.com/5sja92ru), is 
that of Amazon’s AI-enabled recruitment. 
In 2014, the company automated the 
CV-review process for engineers and 
coders, training the system by using the 
CVs of existing sta�. As the existing 
software teams were overwhelmingly 
male, the system learned to exclude 
anyone who had attended a women-only 
college, played women’s sports, or was a 
member of a women’s organisation. As a 
result, quali�ed applicants were denied 
employment opportunities.

Without contextual knowledge, a 
machine-learning algorithm may display 
bias by focusing on speci�c attributes that 
society �nds inappropriate. A Royal 
Society report into machine learning 
(available at tinyurl.com/hy8sx5e7) gives 
the example of an algorithm that aims to 
predict mortgage default. If the training 
data �nds that, other things being equal, 
older individuals have an increased 
likelihood to default, the algorithm may 
use an applicant’s age in making lending 
recommendations. Although the 
association between age and default is 
real, society may decide that the use of age 
information to decline mortgages is a form 
of age discrimination and, hence, 
is not appropriate.

4. Which of the following phrases is 
true of AI-driven decisions?
a. AI-driven decisions should be treated 

with caution.
b. AI-driven decisions are fair, just, and 

accurate.
c. AI makes the same decisions as a 

human would, given enough time to 
process the data. 

d. AI-driven decisions are not susceptible 
to human bias.

The correct answer is a. AI-driven 
decisions should be treated with 
caution.

Accountants must exercise 
professional objectivity when considering 
AI-driven decisions. A 2019 UNESCO 
advisory report on the ethics of AI 
(available at tinyurl.com/2b2mpwfy) 
identi�ed that, as with more traditional 
approaches to decision-making, AI-driven 
decisions are not necessarily fair, just, 

accurate, or appropriate. AI is susceptible 
to inaccuracies, discriminatory outcomes, 
embedded or inserted bias, and limitations 
of the learning process. In contrast, 
humans have a much larger “world-view”, 
as well as the tacit knowledge that will 
outperform AI in critical and complex 
situations, such as battle�eld decisions. 
Ideally, an AI-driven decision would be the 
one a human would make if he or she had 
been able to process the mountain of data 
in a reasonable time. However, humans 
have di�erent capabilities and make 
decisions based on fundamentally 
di�erent decision-making architectures, 
including sensitivity to potential bias.

UNESCO has proposed the 
development of a comprehensive global 
standard-setting instrument (see 
tinyurl.com/cukjz8xn) to provide AI with a 
strong ethical basis that will not only 
protect but also promote human rights and 
human dignity.

5. Which of the following is a 
characteristic of AI that can have 
negative consequences for society?
a. Explainability.
b. Transparency.
c. Contestability.
d. Accessibility.

The correct answer is d. Accessibility.
According to a Royal Society study of AI 

interpretability (available 
at tinyurl.com/hw3asc), desirable 
characteristics of AI include explainability 
— the implication that a wide range of 
users can understand why or how a 
conclusion was reached; transparency, 
implying some level of accessibility to the 
data or algorithm; and contestability, 
implying users have the information they 
need to argue against a decision or 
classi�cation.

The growing accessibility of 
programming languages and AI software 
has both a positive and negative impact on 
society and the economy. AI can enable 
e�ciency and innovation — but in the 
hands of cybercriminals it can be used to 
attack and defraud businesses, 
governments, and individuals.

6. Many consider AI to have  
an important role to play in 
sustainable development. 
However, a recent  
study (available at 
tinyurl.com/bpccycwp) found  
that over one-third of the UN 
Sustainable Development Goal 
targets may experience a 
negative impact from the 
development of AI. In which of 
the following areas might the 
use of AI cause a negative 
impact?
a. Democracy and human rights. 
b. Distribution of AI technology.
c. Cryptoasset trading.
d. All of the above.

The correct answer is d. All of the 
above.

AI-based developments have 
traditionally been based on the needs 
and values of their home nation. If AI 
technology and big data are used in 
regions where ethical scrutiny, 
transparency, and democratic control 
are lacking, AI has been shown to 
enable nationalism and hate toward 
minorities and might be able to bias 
election outcomes. Governments may 
also misuse citizen data in order to 
control social behaviour, an example 
of this being the ranking of a 
population using citizen scoring 
systems. 

Another downside of AI technology 
is that it is unevenly distributed 
globally, an example being 
AI-enhanced agricultural equipment 
that may not be accessible to small 
farmers. The use of such equipment 
thus produces an increased gap with 
respect to larger producers in more 

Resources
Articles

“Ethics in Action: Multitasking During 
a Pandemic”, FM magazine, 4 
February 2021, tinyurl.com/52nktyx4

“Building Ethics Into AI”, FM magazine, 
6 April 2020, tinyurl.com/vd65pfu7

“Ethics IQ: A Quiz for Finance 
Professionals”, FM magazine, 16 
October 2019, tinyurl.com/3zjf33vp



FM-MAGAZINE.COM  December 2021  I  FM MAGAZINE  I  27

developed economies. This 
consequently inhibits the achievement 
of Sustainable Development Goal 
(SDG) 2 (zero hunger).

When AI is used to facilitate 
cryptoasset trading, it supports 
technology and processes used to 
create cryptoassets that globally are 
using as much electricity as some 
nations’ electrical demands. This 
compromises the outcomes of SDG 7 
(affordable and clean energy) and SDG 
13 (climate action). However, it is clear 
that AI has an important role to play in 
climate action by supporting the 
modelling of climate change impacts.

7. Which of the following is not 
among the positive impacts that 
AI can be expected to have on 
SDG 4 (quality education)?
a. Accessibility.
b. Impartiality.
c. Inclusivity.
d. Equitability.

The correct answer is b. Impartiality.
The use of AI supports SDG 4 

(quality education) by helping teachers 
develop, personalise, digitise, and 
share education opportunities. This in 
turn can make lifelong learning more 
accessible, inclusive, and equitable. AI 
cannot always be counted on to deliver 
an impartial curriculum, however, as it 
can be infused with the biases and 
values of the humans that create it.

AI also can have a positive impact 
on schools and learning because it can 
support the provision of food, health, 
water, and energy services to the 
population. This can advance society 
towards the goals of SDG 1 (no poverty), 
SDG 6 (clean water and sanitation), SDG 
7, and SDG 11 (sustainable cities and 
communities).   ■

Rebecca McCaffry, FCMA, CGMA, is 
associate technical director–Research 
& Development, Management 
Accounting at the Association of 
International Certified Professional 
Accountants, representing AICPA & 
CIMA. To comment on this article or to 
suggest an idea for another article, 
contact Ken Tysiac, FM magazine’s 
editorial director, at  
Kenneth.Tysiac@aicpa-cima.com.
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K L et’s talk about referencing
cells. This should be a
relatively straightforward
topic, but my years as a
spreadsheet model

auditor have opened my eyes to how
challenging this issue can be.

Confusing absolute and
relative cell references
Many model formulas are copied
across rows and down columns.

Some of these calculations are quite
complex. It’s important that the
references in these calculations refer
to the correct cells — and sometimes
they do not. Some modellers seem to
be perennially confused between
relative, absolute, and semi-absolute
references.

Let me explain. Consider the
example shown in the screenshot
“Relative Reference Example”.

In cell A8 I have created the

Even experienced spreadsheet
modellers can misplace the
dollar signs.

By Liam Bastick, FCMA, CGMA

Test your skill at cell
referencing in Excel

creo
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formula =A1. This is what is known as a relative reference. As I 
copy the formula across and down through the range A8:F13, the 
formulas reference the corresponding values in cells A1:F6, ie, as I 
move across one column, the reference moves one column to the 
right; as I move down one row, so does the reference and so on.

If I am in Edit mode in Excel (eg, by clicking in the formula bar 
or pressing the F2 function key), the F4 function key will toggle cell 
references as shown in the screenshot “F4 Key Toggle Sequence”.

Pressing F4 whilst in Edit mode for a formula (or part of a 
formula) toggles the dollar signs ($) in the cell references. These 
signs anchor the row and column references. A dollar sign before 
a column reference anchors the column (ie, the column reference 
will not move when the formula is copied across a row); a dollar 
sign before a row reference anchors the row (ie, the row reference 
will not change when the formula is copied down a column). 
These dollar signs may simply be typed in; the function key entry 
is not necessary.

To show the e�ect, =$A$1 produces the results shown in the 
screenshot “Absolute Reference Example”.

This is known as an absolute reference. All cells point to the 
same reference: A1. The other two options produce slightly more 
variety, though. For example, =A$1 produces the results shown in 
the screenshot “Semi-Absolute Reference Example”.

In this example, the formulas allow cell references to refer to 
di�erent values in row 1, but other rows may not be varied. This 
type of reference is known as a semi-absolute reference.

Finally, =$A1 produces the results shown in the screenshot 
“Semi-Absolute Reference, Column-Anchored Example”.

In this �nal example, the column (A) is anchored instead — 
another example of a semi-absolute referencing. It is possible to 
have a formula that has all types of referencing in one calculation. 
The trick is to get the referencing right the �rst time every time 
— and this comes with practice.

Talking of which, you may have read all of this so far and 
thought this article seems trivial. I wish it were. Many modellers 
get referencing wrong all too often. Want to see how you fare?

Simple example
Try the following. Give yourself, say, 30 seconds to attempt  
the following challenge from the Excel �le available for  
download with the online version of this article at  
fm-magazine.com/cellreference. 

In the Before example, as shown in the screenshot “Reference 
Challenge Before Example”, click on cell G16. This cell contains 
the formula:

=F16*G15*G12

This is producing a simple “times table” grid, multiplied by a 
factor stated in cell G12. The challenge is simple: Can you put the 
necessary dollar signs in the formula highlighted (cell G16) such 
that the formula may then be copied correctly into cells G16:K20,
as shown in the screenshot “Reference Challenge Desired 
Output”?

Simple, yes? Try it now and then compare your answer to the 
After example. It is amazing how often people make mistakes 
and/or cannot do it quickly. This is a core skill in modelling and 
comes with practice. If you found it trickier than you thought you 
would, don’t worry, I won’t tell anyone, but may I suggest you 
practise, practise, practise?

Relative reference example

F4 key toggle sequence

Absolute reference example

Linking from another workbook
We get so used to linking cells from elsewhere in the same 
worksheet or a di�erent sheet in the same workbook that it 
becomes second nature to expect relative cell referencing, eg:
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=A1
=Sheet1!A1

='Another Sheet'!A1

The problem is, this is not always the case. If you link from 
another workbook, whether it is open or not, the reference will be 
absolute, eg: 

=[Book2]Sheet1!$A$1

Take care, as often modellers do not notice this, and then 
formulas produce incorrect results when copied.

Linking to other sheets from the same workbook
What could possibly go wrong here? Believe it or not, this is the 
most subtle issue of all. Often, we link to cells on other 
worksheets and then refer back to a cell on the same worksheet, 
which causes the sheet reference to be referred to unnecessarily.

For example, imagine we were in Sheet1 cell A1 and wrote the 
following formula:

=E7+(Sheet2!C4+Sheet2!C6)/Sheet1!E3

Do you see the Sheet1! reference is superfluous? Instead,  
I could have written the following:

=E7+(Sheet2!C4+Sheet2!C6)/E3

Not only is this slightly easier to read, it’s not as dangerous 
either. If this formula were on a worksheet that was copied, 
depending upon how the sheet was copied, the formula may 
always refer back to cell E3 on Sheet1, which may not be what was 
intended. Therefore, I strongly recommend that superfluous 
references are always removed.

Word to the wise
People say I am an “expert” in Excel. Not sure about that.  
How do you think I know about all of these common mistakes?  
Until next time.   ■

Liam Bastick, FCMA, CGMA, FCA, is director of SumProduct, 
a global consultancy specialising in Excel training. He is also 
an Excel MVP (as appointed by Microsoft) and author of 
Introduction to Financial Modelling and Continuing 
Financial Modelling. Send ideas for future Excel-related 
articles to him at liam.bastick@sumproduct.com. To 
comment on this article or to suggest an idea for another 
article, contact Jeff Drew, an FM magazine senior editor, at  
Jeff.Drew@aicpa-cima.com.

Semi-absolute reference example Reference challenge desired output

Semi-absolute reference,  
column-anchored example

Reference challenge Before example
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I t is important for us to ponder the 
lessons learned from navigating risks 
triggered by one of the world’s biggest 
crises in decades. Many of the techniques 
executive teams and boards used to manage 

risks triggered by COVID-19 may actually be worth 
preserving. Let’s explore a few of those opportunities.

Continue engaging people representing  
multiple functions
Early in the pandemic, executives scrambled to pull together 
their leadership teams from all parts of the organisation to solve 
one of the biggest risk management challenges they had ever 
faced. Members of the C-suite and their direct reports from multiple 
functions dropped what they were doing to collectively address the 
huge challenges of flipping their operations to a socially distanced, 
remote, virtual environment — overnight. Product and service 
deliveries had to be redesigned so that businesses could survive.

Most executives quickly realised that bringing teams together from 
multiple functions helped their leaders quickly and creatively identify 
innovative solutions. Diversity of perspectives on how risks might 
affect units across the enterprise helped pinpoint solutions with a 
holistic, cross-functional view so that solutions to those risks could be 
identified collectively. 

As we move beyond the pandemic, business leaders may want to 
consider whether the ad hoc teams formed to deal with the pandemic 
should be retained. They could continue bringing cross-functional 
perspectives together for regular dialogue about emerging risks and 
techniques on how to navigate around those risks. It may be worth 
considering: Who were the key players involved in those efforts and how 
can they continue to be engaged? Also, for organisations with existing 

Taking time to reflect and staying strategically 
focused on risk can help organisations 

learn lessons for the future. 

By Mark S. Beasley, CPA, Ph.D.

Securing risk management 
wins from the pandemic
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management-level risk committees, 
consider pondering: What was the role of 
the risk committee during the pandemic — 
what worked well, what didn’t?

Maintain the communication 
pipeline regarding risks
The sharing of information about the 
unfolding risks triggered by the pandemic 
increased for most organisations. There 
may have been reluctance in some 
organisations for business function 
leaders to raise risk concerns to the C-suite 
or the board. But the overwhelming nature 
of risks triggered by COVID-19 was so 
extreme that executives invited their 
teams to communicate continually about 
risks the new realities presented. Many 
organisations hosted conference calls or 
Zoom/Microsoft Teams-based virtual 
meetings regularly, with some meeting 
multiple times per day. Boards received 
timely updates about changing risk 
conditions and how the entity was 
responding.

That flow of information about risks 
and the entity’s plans for responding is 
likely worth preserving for the long haul. 
Business leaders should evaluate the 
nature, format, and timing of those risk 
communications to pinpoint factors that 
helped contribute to frequent dialogue 
about risks. Risk leaders may want to 
consider: What was different about the 
nature and frequency of our risk reporting to 
the C-suite and the board of directors during 
the pandemic relative to what was happening 
previously? and What reporting practices 
should we retain?

Preserving risk culture
We often say “culture is king” when it 
comes to effective risk management. If the 
tone at the top fails to embrace a culture 
that encourages open dialogue and 
transparency about important risks on the 
horizon, it is difficult to have an effective 
risk management process. Unfortunately, 
for some organisations, those in the 
C-suite tend to penalise individuals for 
raising legitimate risk concerns, usually 
inadvertently through their reactions and 
visual cues. This leads recipients of those 
implied messages to conclude that the 
C-suite only wants to hear from 
individuals who are positive and 
optimistic about the organisation’s 
capabilities and successes.

One advantage of the experiences of 
2020 and 2021 is that most organisations 

experienced an openness and 
transparency in how they engaged in 
dialogue about all the emerging risks 
triggered by COVID-19. As core operations 
were flipped upside-down, everyone knew 
there were huge issues to solve, and they 
were encouraged to bring them up 
frequently so the leadership team could 
figure out how to solve them. For many 
organisations, that kind of willingness to 
“share bad news” led to quicker problem-
solving and innovative solutions, with 
some of those solutions leading to new 
market opportunities. 

Risk management leaders may want to 
think about how their organisation’s 
culture was different (hopefully for the 
positive) regarding risk management 
during the pandemic and what helped 
improve transparency about sharing risk 
information. To what extent were senior 
executives more willing to engage in risk 
dialogue compared to pre-pandemic 
discussions? How can those benefits be 
sustained?

Retain the strategic risk focus
The pandemic’s effect on business, 
particularly in 2020, interrupted most 
aspects of how an organisation goes to 
market with its products and services. 
Workforces were banned from face-to-face 
customer service in most cases, forcing 
their leadership teams to suddenly find 
ways to perform key tasks virtually. 
Entities that traditionally provide products 
or services mostly in an in-person, 
tangible way had to pivot quickly to 
identify new ways to become digitally 
savvy in a virtual world. IT systems were 
tested in new ways as capabilities for 
remote operations were expanded 
overnight. 

Over the years, our research has 
revealed that business leaders often 
struggle to find ways to increase the 
intersection of risk management and 
strategy. In many cases, the management 
of risks sits in one silo of the organisation 
while the leaders of strategy sit in other 
parts of the business, with few executives 
realising the importance of strengthening 
the integration of risk and strategy 
discussions. 

Dealing with the impact of the 
pandemic may be helping change that. 
Now more than ever, business leaders are 
seeing first-hand the importance of 
linking risk discussions to what’s most 
critical to driving value for their 

organisation’s business model. In the early 
days of addressing the challenges of 
COVID-19, risks were front and centre in 
the discussions as management teams 
realised quickly that they had to be 
suddenly innovative in adjusting how they 
delivered their core products and services. 
That provided a tangible example of how 
risk-taking and innovation go together. 
Obstacles to generating sales were 
identified and prioritised so that responses 
to those risks could be implemented in 
order for sales to continue. Discussions 
about risks and the related strategic 
solutions came together, quickly revealing 
the advantages of integrating risk and 
strategy conversations.

As business leaders look to the future, it 
would be worth pausing to consider how 
they might be able to strengthen the 
interconnectivity of risk management 
with strategic planning, budgeting, and 
capital allocation. And they may want to 
reflect on what contributed to out-of-
the-box innovative thinking and problem-
solving that helped the organisation 
identify new ways of doing business. 
Enhancing the connection of risk 
management and strategic planning will 
help elevate the value proposition for risk 
management investments.

Take time to reflect
Most of us pray we never experience a time 
like 2020 and 2021 again in our lifetime, 
hoping to leave the challenges behind us. 
But, before rushing ahead, now is the time 
to reflect on elements of our experiences 
that presented valuable risk management 
benefits while dealing with COVID-19. The 
all-hands-on-deck approach to surviving 
the pandemic actually uncovered some 
positives that most executives would like 
to preserve. Before memories fade, spend 
a moment reflecting on what worked well, 
and why, to pinpoint what might be 
worth keeping.  ■

Mark S. Beasley, CPA, Ph.D., is the 
KPMG Professor of Accounting and 
director of the Enterprise Risk 
Management Initiative in the Poole 
College of Management at North 
Carolina State University. To comment 
on this article or to suggest an idea 
for another article, contact Neil 
Amato, an FM magazine senior editor, 
at Neil.Amato@aicpa-cima.com. 



In a world of finite resources, this 
business model is providing 
sustainable answers. 
Management accountants 
can evaluate where  
to get started and  
lead the way.

By Malia Politzer

Circular economy: What is it, 
and what role do finance 
professionals play? 
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Business executives are becoming more aware that the
natural resources needed to create products are not
in
nite. The traditional “linear” economic business
model — create, sell, discard — is increasingly
precarious in a world challenged by natural resources

depletion, exposing companies to the risks of supply chain
disruption and growing price volatility of scarce materials like
copper and lithium.

That’s why more CFOs are incorporating circular economy
principles into their business models — a move that, they say,
allows them to have more control over the raw materials needed
to make their products.

“In addition to the environmental and social bene
ts,
adopting circular economic principles helps companies become
more competitive and resilient in the face of climate risks,” said
Michiel De Smet, the 
nance initiative lead at the Ellen
MacArthur Foundation, a UK not-for-pro
t that works with
businesses and governments to promote the concept of the
circular economy. “That’s only going to be more necessary as time
goes on.”

The rationale for going circular
The circular economy is based on three principles, all driven by
design: eliminating waste and pollution, keeping products and
materials in use, and regenerating natural systems, according to
the Ellen MacArthur Foundation.

These concepts may seem simple at face value, but, in
practice, incorporating circular principles often requires
companies to rethink how they source, design, and sell a
product and how the product can be recycled or reused at the
end of its 
rst use phase — all of which can require substantial
upfront costs. Even so, there’s a real business case for going
circular: Not only can it allow companies to mitigate risks, for
example, by having more control over essential raw materials
that are becoming increasingly scarce, but it can also accelerate
growth and enhance competitiveness, according to Jan
Bebbington, Ph.D., a management accountant and the director
of the Pentland Centre for Sustainability in Business at Lancaster
University in the UK.

“Companies that go circular become much more resilient,” she
said. “If you can understand where your resources are in your
supply and value chains, you can help to mitigate risks and keep
going.”

Take the example of lighting solutions company Signify
(formerly called Philips Lighting), which has adopted a new
circular business model pioneered by the multinational
conglomerate Philips. Under its previous business model Philips
sold light bulbs that consumers bought, used until the end of
their life cycle, and discarded. In its new circular economy model,
Philips began to sell light as a utility service, allowing retail and
enterprise customers to pay the company a 
xed monthly rate for
the light they require. In exchange for this service, Signify designs,
installs, and maintains the lighting infrastructure.

By providing light as a service, Philips has complete control of
materials throughout the product’s life cycle, incentivising the
company to design light bulbs that are longer-lasting and reusable
— and this results in less waste. At the same time, by transforming
to a subscription-based model, Philips has also created long-term
customers, which allows for more accurate forecasting and faster
growth.

“Providing services instead of products is a circular practice,
but it’s also a great business model,” Bebbington said. “Not only
does it allow companies to recover raw materials, but it also
cements long-term relationships with customers — both of which
are hugely bene
cial from a 
nancial perspective.”

Renault provides another good example of a large
international corporation that has taken steps to integrate circular
economy principles into its business model. The steps include

creo
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the remanufacturing of vehicle 
components such as gearboxes and 
turbochargers, increasing the use of 
recycled plastic content, and creating a 
second life for electric batteries (see the 
illustration, “How Renault Puts Circular 
Economy Into Practice”). Earlier this year, 
the company announced that it would be 
building Europe’s �rst “circular economy” 
factory, which aims to work with partners 
to support circular economy innovations 
across the entire life cycle of a vehicle.

Jean-Philippe Hermine, the vice-
president of strategic environmental 
planning for Renault, said that while there 
are obvious environmental and social 
bene�ts, the decision to go circular was 
ultimately a decision driven by �nancials: 
While electric cars may be the vehicle of 
the future, building them requires raw 

How Renault puts circular economy into practice
Renault’s electric car batteries are designed to have a second life before being 
recycled and returned to the factory to produce new electric batteries, keeping 
materials in a closed loop. This illustration from the company depicts the process.

Source: Renault.

materials that are increasingly scarce — 
such as cobalt and lithium — and 
price-volatile. 

“Going circular allows us to at least 
partially control the supply chain and 
secure our transition to electric cars 
despite the reality of increased resource 
depletion,” he said. “It’s really an issue of 
resilience and competition.” 

The role of CFOs and management 
accountants 
But how does a company go circular, and 
what role do CFOs and management 
accountants play in that transition? 
Experts share their advice:

Evaluate where a company is best 
suited to go circular
“Cradle-to-cradle” — the concept that a 
material will be used, recouped, and 
reused again and again — is one of the 
circular economy’s core tenets. But while it 
may be a long-term goal, it’s highly 
unlikely that a company will become 
circular in all aspects of its operations. 
That’s why the �rst step is to look carefully 
at a company’s business practices — 
including how it acquires, uses, and 
disposes of raw materials, and how it 
designs and sells products — to see where 
the business is best suited to incorporate 
circular principles. And to ensure that 
transition makes �nancial sense, 
management accountants need to be 
involved from the very beginning, 
according to Bebbington.

“You need the management accountant 
to track all material �ows across a 
product’s life cycle,” she said. “How much 
carbon do we produce, or energy and water 
do we use? What materials and products 
do we buy and create, and where do they 
go? All of that can be redesigned to be 
circular rather than linear.” 

While this may seem straightforward in 
theory, it often requires accountants to 
rethink how they do their jobs in order to 
account for resources and trade-o�s that 
traditional accounting practices might 
have missed. Examples are the costs and 
bene�ts of purchasing new materials or 
waste handling versus investment in 
recovering, recycling, and reusing 
materials that were previously thrown 
away, or the costs and bene�ts of 
designing and adopting circular 
technology. 

This information helps CFOs determine 
where a company is best suited to go 
circular. For example, a company that 
previously sold carpets as a product might 
consider transitioning to a carpet-leasing 
model — allowing it to design hardier 
products and charge customers a fee for 
maintenance. 

“It’s a really great opportunity for 
management accountants to exercise 
imagination and to open their sphere of 
focus more holistically, to think of the 
whole value chain,” Bebbington said. “It’s 
really a whole new way of thinking.” 

Rethink relationships to build an 
industrial ecology
Often, successfully incorporating circular 
models requires that CFOs build new 
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relationships with other businesses, 
customers, and suppliers that allow 
materials to be shared and recovered, 
which can take effort and time.

“It’s about building an industrial 
ecology, allowing one business to pass raw 
materials in the form of waste to another,” 
Bebbington said. “That requires opening 
up to discussions about production 
schedules and sacrificing some flexibility 
and secrecy to build trust and create these 
relationships.” 

For example, Renault built 
relationships with demolishers and metal 
waste recovery companies in order to 
secure access to plastics; metals like 
copper, iron, and aluminium; and textiles, 
which it redesigns and gives a second life 
in new vehicles. This effort requires 
tremendous communication and 
cooperation, according to Hermine of 
Renault.

“If you want to reincorporate material 
in a closed loop, you have to make sure you 
have the right quantity and quality at the 
right time,” he said. “That means working 
together and ensuring that the incentives 
are properly aligned.” 

“It’s like being an orchestra conductor,” 
he said. “You have to secure the 
distribution of risks and values so it works 
for all partners.” 

Set concrete objectives, and make sure 
all stakeholders are on the same page
Circular business solutions can have many 
beneficial outcomes, such as positive 
environmental, social, and financial 
impacts. But to maximise results, it’s 
important to get all internal stakeholders 
on the same page about key goals from the 
beginning.

Take the example of Winnow, a 
technology company headquartered in the 
UK that uses circular principles to help 
industrial-scale restaurants reduce food 
waste. To do this, chefs install devices that 
use artificial intelligence technology in 
their kitchens to weigh and track food that 
is thrown away at each step of the food 
preparation process. This may seem like an 
obvious and desirable goal: According to 
Winnow’s data, most kitchens end up 
throwing away 4%–12% of total food 
purchased. By precisely measuring how 
and when food is thrown out, Winnow 
helps clients cut waste by an average of 
50%. 

But this solution only works if all the 
internal stakeholders are aligned from the 

start. For example, while wasting less food 
makes perfect sense to financial 
controllers, chefs might worry that 
measuring food waste could lead to 
sanctions or budget cuts in the kitchen 
— reducing the likelihood they would 
properly use the device. Finding ways to 
align incentives between departments and 
stakeholders can mean the difference 
between success and failure, according to 
David Jackson, the director of marketing 
and public affairs at Winnow.

“One of our most important tasks is to 
make sure that we are all aligned on what 
is the objective of the reduction 
programme, and what you want to do with 
those savings,” he said. “That requires real 
collaboration — something like, if we can 
reduce our food purchasing costs, some of 
that savings can be used to buy higher-
quality produce.” 

Get the data and reporting right 
Measuring and tracking a company’s 
progress is critical to the success of 
circular business models — something 
that often requires management 
accountants to innovate new dashboards 
and tools, according to De Smet of the 
Ellen MacArthur Foundation.

“One of the biggest challenges is 
breaking down circular performance into 
indicators,” De Smet said. “How can you 
measure if you are making progress or 
transforming your business, and what data 
points do you need to monitor?”

Some industries will struggle with this 
more than others. For example, for 
Winnow, the goals of reducing food waste 
in kitchens and installing machines that 
collect data towards that end (how much 
food is wasted, and when/how that waste 
happens) neatly align. For others, it’s more 
complicated. Renault’s business model 
requires keeping track of the opportunities 
and costs of recovering and recycling 
materials that can be reused, which is far 
more complex. Renault is also considering 
moving towards a “transportation as a 
service model” — for example, carsharing, 
short-term rentals, and carpooling — all of 
which require measuring and tracking 
different indicators. Management 
accountants working on new circular 
economy projects are often in the position 
of having to pioneer these financial tools, 
according to Hermine. 

“We found that the current accounting 
system does not reflect all the 
opportunities that we find in the circular 

Malia Politzer is a freelance writer 
based in Spain. To comment on this 
article or to suggest an idea for 
another article, contact Alexis See Tho, 
an FM magazine associate editor, at 
Alexis.SeeTho@aicpa-cima.com.

Resources
Reports

“Key Actions for Establishing Effective 
Governance Over ESG Reporting”, 
tinyurl.com/yf7oae4o

“Sustainability Frameworks and 
Standards: International Integrated 
Reporting (IR) Framework”,  
tinyurl.com/yfc6zvoo

economy, and the value that can be 
generated from it,” Hermine said. “So there 
has to be some real entrepreneurship to 
capture this data.” 

Budget for innovation 
Finally, experts recommend that CFOs 
budget for innovation. That might mean 
providing mentorship and funding to 
external startups or creating an internal 
incubator programme to nurture new 
circular ideas until they are commercially 
viable. 

“When you are incubating a new idea, 
it’s prudent to maybe relax some of the 
rules when it comes to procurement,” 
Jackson said. “You need to provide space 
for a startup or innovation company to 
prove the business case without crippling 
that company in terms of their financials.” 

For example, Renault subsidises and 
supports the development of startups in 
car manufacturing, in hopes that those 
partnerships will lead to the next circular 
business opportunity. In exchange, those 
startups give Renault exclusive intellectual 
property rights for one year. While many of 
these startups do not succeed, those that 
do succeed pay for themselves, according 
to Hermine.

“You have to provide space to 
entrepreneurs because, while not all the 
projects will succeed, value will come from 
some of these projects,” Hermine said. “So 
you have to adopt a kind of an internal 
venture capital approach that isn’t too 
rigid, or you’ll miss opportunities.”   ■
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5 ways 
organisations 
can avoid 
‘rainbow 
washing’ 



P ride Month in the US has come and gone, 
and many organisations have moved their 
rainbow 	ags down to storage until next 
Pride Month. But companies and �nance 
departments are increasingly realising the 

bene�ts of going beyond window dressing and 
implementing more substantial initiatives that support 
the LGBTQ+ community both within and outside of 
their organisations. 

The term “rainbow washing” has been used to 
describe companies and organisations that publicly 
appear supportive of LGBTQ+ causes but don’t take any 
substantial action in support of, or actively engage in 
practices harmful to, the LGBTQ+ community. 

“On one hand, it’s great that you start seeing the 
rainbow 	ag all over the place during Pride Month, but 
quite often when you start scratching under the 
surface, it doesn’t permeate any further than the 
epidermis of that particular organisation,” said Ed 
Watson, a brand communication expert and creative 
director based in London. 

Rainbow washing often back�res for companies, 
according to Watson, because as soon as people have 
realised there’s no depth past the rainbow 	ag, they 
often become disillusioned, and it takes a lot of time 

and marketing money to regain people’s trust.
“It does bother me that companies can use that 

position of privilege and power they have to pro�t o� 
that minority group during a month which is so 
important to people in the LGBTQ+ community,” said 
Maisy Butroid, local operations manager (response) 
and employee support lead for Archway, the LGBTQ+ 
sta� network at Network Rail, which owns and 
operates Britain’s railway infrastructure. “People are 
still �ghting for their rights across the world, and Pride 
Month is not meant for big companies to go in and 
	ash a rainbow to encourage people to spend money at 
their shop.”

For organisations and �nance professionals who 
want to avoid rainbow washing and create e�ective 
e�orts that last beyond Pride Month, the key is to act 
with authenticity and consistency throughout the year. 

Take a hard look at your current practices 
Organisations especially guilty of rainbow washing are 
those that conduct rainbow media and product 
campaigns during Pride Month while failing to support 
the LGBTQ+ community in other areas of business. 
Before slapping a rainbow 	ag on company 
merchandise, it’s worth taking a moment to examine 

Supporting the LGBTQ+ community is a win-win for business and 
society. Here’s how businesses can take effective action. 

By Hannah Pitstick



the organisation’s current policies, 
practices, alliances, and supply chains. 

Take a look at whether members of the 
LGBTQ+ community are represented 
throughout all levels of your organisation, 
including on the board and in leadership 
positions. Check to see what policies you 
have in place to support your LGBTQ+ 
employees and stakeholders, and 
determine whether your company is 
�nancially supporting or working with any 
organisations that are harming or 
restricting the rights of LGBTQ+ 
individuals. 

“It is about drilling down to the level of 
ethical investments and social 
responsibility,” Watson said. “It’s a very 
back-to-basics approach, where they place 
themselves under a microscopic lens and 
not only look at how they treat queer 
individuals but also about how they treat 
women and other minorities.” 

If you discover your organisation is not 
e�ectively supporting the LGBTQ+ 
community, consider addressing those 
issues before raising any rainbow �ags. 

Increase diversity of all kinds across 
your organisation
It can be easy to fall into the trap of 
rainbow washing if there is little to no 
LGBTQ+ representation within your 
organisation. Increased diversity will not 
only lead to better business outcomes but 
can also help your company avoid making 
any embarrassing missteps as you navigate 

how to best signal support for the LGBTQ+ 
community. A 2019 study by McKinsey 
found that the most diverse companies 
were “more likely than ever to outperform 
less diverse peers on pro�tability”. 
McKinsey found that when it comes to 
ethnic and cultural diversity, “in 2019, 
top-quartile companies outperformed 
those in the fourth one by 36% in 
pro�tability”.

“The data shows that LGBTQ+-inclusive 
companies �nancially outperform, not to 
mention it’s the right thing to do,” said 
Mariana Ceccotti, consultant and co-chair 
of the LGBTQ+ network at KPMG UK. “If 
people aren’t comfortable being 
themselves at work, you’re just paying for 
people who aren’t totally there and you’re 
wasting your resources.”

Increasing diversity is not always easy, 
but you can start by including language 
within job postings that explicitly states 
your organisation is LGBTQ+-inclusive. 
Aim to cast a wide net by posting openings 
on a variety of channels, and ensure that 
interview panels are diverse. 

Finance still has a lot of room to grow, 
according to Ceccotti. “I think there is a lot 
more work to be done, and the �rst step is 
acknowledging that that is the case,” she 
said. “Making sure your company has a 
diverse workforce is essential; otherwise I 
think you’re not going to get anywhere.”

Watson agreed, adding that 
companies that ignore di�erence do so 
at their own peril.

“Any interaction you have where you’re 
spending money, you want to feel like 
you’re part of the community where you 
belong,” he said. “So not only does it make 
moral sense, but it also makes sense from 
the point of view of the books.”

Build an internal support network
Another great way to support LGBTQ+ 
employees year-round is by creating 
employee networks that enable your team 
to meet like-minded colleagues and have a 
safe place to provide feedback on how 
leaders can be more e�ective at improving 
value and a sense of belonging in the 
workplace. For example, Network Rail has 
six employee networks, including 
Archway, which promotes LGBTQ+ 
inclusion and aims to educate the wider 
industry on how to support the 
community. 

Archway was created for LGBTQ+ 
employees and allies, and the network has 
implemented a range of initiatives, from 
helping transgender employees through 
their transition to hosting a weekly virtual 
co�ee meetup where employees can 
connect and talk about their experiences. 
Network Rail also encourages employees 
to show their support for diversity and 
inclusion by wearing a Diversity and 
Inclusion (D&I) Champion lanyard 
throughout the year. 

“The idea is you can go and talk to 
anyone wearing the lanyard about unfair 
behaviour or ideas for making the 
workplace more inclusive and accessible,” 
said Diane Lorgeré, ACMA, CGMA, senior 
�nance business partner with Network 
Rail. “Anyone can be a D&I Champion, 
from our chairman all the way to someone 
in a junior role. I think it’s a good, 
non-time-speci�c way of getting people 
involved in D&I.”

KPMG UK also has an LGBTQ+ 
employee network called Breathe, which 
aims to promote diversity, inclusion, and 
social equality across the three pillars of 
community, workplace, and clients. 

‘If they want to do something for 
Pride, that’s great, but show us 
what else you’re doing for the rest 
of the year.’
Maisy Butroid, local operations manager (response) and employee support lead for Archway, 
the LGBTQ+ sta� network at Network Rail



KPMG’s network is employee-led and 
supported by senior leaders across the 
firm, such as Melanie Knight, ACMA, 
CGMA, who is the lead LGBTQ+ ally for the 
UK firm.

“Having a strong employee network of 
LGBTQ+ people creates strength in 
numbers and helps us all feel more 
comfortable and less isolated,” said 
Hannah Mason, one of the deputy chairs 
of the KPMG Breathe Network. 

Consult outside of your bubble
Decisions made within a vacuum risk 
falling flat when released out into the 
world. When deciding how to celebrate 
Pride Month, consult with a broad 
spectrum of the LGBTQ+ community and 
other minority groups both within and 
outside of your organisation to test your 
ideas before running with them. 

“We were recently having the debate 
about whether we should march in 
London Pride or not, and the most helpful 
thing was talking to our Black Heritage 
Network and getting their thoughts on 
what would be a good thing to do,” Ceccotti 
said. “Make sure you’re always looking for 
feedback on initiatives and opportunities 
to grow, and not always doing the same 
thing just because it’s been done before.”

Ceccotti added it’s a good idea to foster 
relationships with charitable organisations 
that support LGBTQ+ causes, both so you 
can work with them on initiatives and also 
run ideas by them. 

Be consistent and aim to celebrate 
Pride every month
Perhaps the best way to avoid rainbow 
washing is by consistently supporting the 
LGBTQ+ community the entire year. Both 
Network Rail and KPMG have year-round 
initiatives and events on other key days 
including International Transgender Day 
of Visibility on 31 March, International 
Non-Binary People’s Day on 14 July, and 
World AIDS Day on 1 December. 

“If they want to do something for Pride, 

that’s great, but show us what else you’re 
doing for the rest of the year,” Butroid said. 
“Are you supporting any charities? Have 
you got an employee network at your 
organisation? Have some strategies in 
place to make the world a better place for 
LGBT people.”

In addition to regularly donating to 
LGBTQ+ charities, holding year-round 
events to educate the broader community, 
and forming strong employee networks, 
organisations can demonstrate 
consistency by maintaining the same 
message with employees, clients, 
customers, and the community. 

“We make sure when we’re talking to 
clients that we’re not putting on one face 
for them and another face when we’re 
talking internally,” Ceccotti said. “When 
we sell ourselves to brands, we make sure 
they know we really care about diversity 
and inclusion, and we want to bring our 
clients along for the journey.”   ■

Hannah Pitstick is a freelance writer 
based in the US. To comment on this 
article or to suggest an idea for 
another article, contact Drew Adamek, 
an FM magazine senior editor, at 
Andrew.Adamek@aicpa-cima.com.

Resources
Articles

“Accounting Profession Continues to 
Zero In on DEI Issues”, Journal of 
Accountancy, 24 May 2021,  
tinyurl.com/4ztvp2wf

“CFOs Should Act With Intention to 
Make Diversity a Reality”, FM 
magazine, 21 May 2021,  
tinyurl.com/shupz95

LEARNING RESOURCES

Unconscious Bias

In this video, we’ll discover the latest insights from 
gender and behavioural research and learn how 
they can be used to close gender gaps through 
improved talent management and more inclusive 
culture.

tinyurl.com/yjea7gb5 

  V IDEO

Timesup — What’s Next in Workplace Culture

Listen to this powerful panel discuss how men and 
women can support their colleagues and ultimately 
shift workplace cultures toward a safe, fair, and 
dignified environment.

tinyurl.com/yhsb44e4

  V IDEO
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INSTITUTE
N E W S

AICPA & CIMA research: Reimagining Performance Management

Recent research by AICPA & CIMA and the World
Business Council for Sustainable Development

(WBCSD) highlights how businesses need to look beyond
traditional ways of managing performance to become
more responsive and build resilience, as the economy
becomes increasingly digitalised.

The report, Reimagining Performance Management
(available at tinyurl.com/522vdt3e), identi�es seven good
practices businesses should implement to drive
performance. They are:
y Creating a “one version of the truth” clear line of sight

between activities and strategy to help employees
develop ownership and accountability.

y Factoring relevant externalities, such as environmental
and social impact, into business values and day-to-day
decision-making to attract and retain talent.

y Engaging employees with developing and re�ning
business strategies to meet strategic objectives.

y Combining responsibilities for both strategic goals and

functional excellence to sharpen performance.
y Improving cooperation and coordination across

functional silos to optimise decision-making and
resource allocation.

y Aligning incentives with organisational strategy at all
levels of the business.

y Connecting external information and internal
information with �nancial outcomes to ensure
e�ective decision-making.
The WBCSD brings together more than 200 businesses

that are focused on the transition to a sustainable world. For
the research, AICPA & CIMA carried out interviews with
�nance, HR, and operational leaders at 32 companies
including AstraZeneca, Coca-Cola, Diageo, HSBC, Nestlé,
Nike, and Unilever. They were followed by a series of
roundtables with leaders at 34 companies across the US, UK,
South Africa, Singapore, and Brazil.

A second phase of the AICPA & CIMA and WBCSD research
will follow in 2022.
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Royal Charter, Bye-laws, and Regulations

Anew version of the Institute’s Royal Charter, Bye-laws, and Regulations came into 
force on 15 July (see tinyurl.com/7eh9t59h). This version incorporates changes to 

Part I.19 of the Regulations to ensure consistency in the requirement to notify CIMA of 
certain events, such as individual bankruptcy, regardless of where members are located 
in the world. It also amends a typo contained in Part II.31(b) of the previous version.
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Do you need to register as a CIMA 
Member in Practice?

Are you a self-employed accountant? Do you o�er 
accountancy services directly to clients? If the answer to 

both these questions is yes, you may be required to register as 
a CIMA Member in Practice (MiP). 

Your application must meet the mandatory requirements (see 
tinyurl.com/33hxeh9p) and con�rm that the prescribed 
documents are in place. Details of the mandatory documents are 
found in CIMA’s MiP rules (available at tinyurl.com/u5pxwfyv).

The application is completed online via your MyCIMA 
account, and when it is approved by the assessing panel, you will 
be issued a practising certi�cate.

All members who provide accounting services (as de�ned in 
the MiP Regulations) must be registered as a Member In Practice 
in accordance with Bye-law 8 of the Royal Charter, Bye-laws, and 
Regulations. Any member who fails to register as a Member in 
Practice when required to do so or who does not comply with 
the requirements of the MiP rules can be subject to disciplinary 
action. Under The Money Laundering, Terrorist Financing and 
Transfer of Funds (Information on the Payer) Regulations 2017 
(see tinyurl.com/47cpab7s), any member who is not registered 
for anti-money laundering supervision when required is 

committing a criminal o�ence.
If you are unsure of your status, please contact  

cima.mips@aicpa-cima.com and the Institute can advise you 
accordingly. Further information about completing the MiP 
application and the mandatory requirements can be found  
on the application and assessment page (available at 
tinyurl.com/yjots266) of the MiP rules in the Members’ 
Handbook (available at tinyurl.com/u5pxwfyv) on the 
CIMAglobal website.

Members in Practice certi�cate 
annual renewal

The annual Members in Practice (MiP) renewal period has 
started and will end on 28 February 2022. To complete 

your renewal, you will need to log in to your MyCIMA 
account and go to tinyurl.com/tbtkwak6.

Renewals that do not include a completed anti-money 
laundering/counter terrorist funding (AML/CTF) annual return 
are incomplete, and a practising certi�cate will not be issued 
until it is received.

CIMA will not accept renewals submitted after 28 February 
2022. This means your MiP status will be lapsed due to 
noncompliance with Rule 4 of the MiP Rules (available at 
tinyurl.com/u5pxwfyv). If your status does become lapsed, you 
will be required to complete a full application after this date.

If you have any queries or would like further guidance, or 
wish to retire your MiP status, please contact CIMA at  
cima.mips@aicpa-cima.com.
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Accounting member bodies make net-zero carbon commitment

Thirteen accounting bodies from across 
the globe, including the Association of 

International Certi	ed Professional        
Accountants, have committed to reach 
net-zero carbon emissions as soon as 
possible.

The accounting bodies, which together 
represent more than 2.5 million 
professional accountants and students, 
will publish in the next 12 months their 
plans for reaching net zero. They will 
report annually on their progress toward 
this goal.

As part of The Prince of Wales’s 
Accounting for Sustainability (A4S) 
project, the accountancy bodies also are 
committed to provide their members with 
training, support, and resources to help 
them create their own net-zero plans and 
reduce carbon emissions.

The bodies also have pledged to 
provide advice to help governments 
develop policies and create the 
infrastructure necessary for transitions to 
net-zero economies.

Barry Melancon, CPA, CGMA, the CEO 
at the Association of International 
Certi	ed Professional Accountants, 
representing AICPA & CIMA, said in a 
news release that it is abundantly clear 
that to address environmental risks and 
achieve climate-goal ambitions, 
accounting organisations must work 
together and lead the profession by 
example.

“Public and management accountants 
have an important role to play improving 
an organisation’s integrated thinking and 
decision-making capabilities to promote 
responsible and sustainable business 

practices,” Melancon said. “They have the 
necessary skills and expertise to help 
e�ect meaningful change in this area. As 
an organisation, we are fully committed to 
doing our part and will continue to help 
our members, their organisations, and 
their clients across the globe support this 
mission.”

In addition to the Association, the 
following bodies have made the net-zero 
commitment: AAT, ACCA, Chartered 
Accountants Australia and New Zealand, 
Chartered Accountants Ireland, Consiglio 
Nazionale dei Dottori Commercialisti e 
degli Esperti Contabili, CPA Australia, CPA 
Canada, ICAEW, ICAS, Institut der 
Wirtschaftsprüfer in Deutschland e.V. 
(IDW), Regnskap Norge, and the Japanese 
Institute of Certi	ed Public Accountants 
(JICPA).

Institute Plaque for  
services to CIMA

Stephanie Clackworthy, FCMA, CGMA, has been 
awarded the Institute Plaque for her services to 

CIMA. Between 2008 and 2017 she was South East 
England Area chair and a CIMA Council member, 
serving on several committees including Lifelong 
Learning and the CGMA Examination Board.

CIMA member appointed as  
UK foreign secretary

Liz Truss, ACMA, CGMA, was appointed Secretary of State for Foreign, 
Commonwealth, and Development A�airs in the UK government in a 

mid-September reshu¤e, with a continuing role as Minister for Women 
and Equalities. Her earlier government appointments include as Lord 
Chancellor and Secretary of State for Justice, and Chief Secretary to the 
Treasury. Truss worked in the energy and telecommunications industries 
as a commercial manager and economics director before entering 
Parliament.  ■
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Valuing human capital

Letters to the editor

As a CIMA past president, I was very fortunate to  
have been invited to participate in a CIMA past 
presidents’ virtual briefing earlier this year by 
then President Nick Jackson. We exchanged brief 
comments regarding the huge importance of ESG 

reporting, and I think that we both hope that CIMA may 
embrace this debate enthusiastically. Jackson’s final column 
in FM magazine in June outlined “4 Steps to Engage With ESG 
Goals.” I do not fundamentally disagree with any of it, but it 
does miss out a massive issue: Namely, how do you measure 

sustainability? An organisation may have all the other metrics 
in place, but, until and unless they may be measured against 
sustainability, they are of little value. So how do you measure 
sustainability? Essentially, this is a question of assessing risk 
and how it is being addressed. A much wider debate!

Michael Jeans, FCMA, CGMA 
CIMA past president
London

The importance of measuring sustainability

This is the time to recognise 
the importance of human 
capital and honour 
employees’ efforts by 
measuring and valuing them. 

We must recognise human capital as an 
“intangible asset” on a company’s 
balance sheet. When we buy a small 
machine, we recognise it as an asset in 
the company. However, a very highly 
skilled CEO, CFO, GM, engineer, doctor, 
IT expert, and other skilled staff who 
manage a profitable company are not 
treated as an asset of the company in 
the annual accounts. 

Should we not respect hard-working 
employees for their skill and knowledge? 
I would like to submit the following 
suggestion for treating human capital as 
an asset:

Valuation organisation: How to 
assign a value to human capital can be 
debated and agreed. An international 
human capital valuation organisation 
could be created to measure and assign 
value to skilled staff on the basis of 
education, experience, training, and 
other agreed skills.

Capital certificate: The valuation 
body would issue a capital certificate to 
skilled staff. The capital certificate would 
state the name of the employee and his/
her skillset and the value agreed. This 

certificate would be the property of the 
employee. The valuation body would 
charge a nominal amount for human 
capital valuation and issuance of the 
capital certificate.

Valuation limit: A minimum or 
maximum limit for human capital 
valuation could be agreed. The valuation 
could be enhanced if an employee 
improves education and gains more 
experience. Similarly, if an employee is 
jobless for a long period of time, that 
would affect and decrease capital 
valuation. 

The benefits of the human capital 
recording include:
  y Human skills, knowledge, and 

experience would be measured and 
recognised in the annual accounts 
of a company.

  y The human capital certificate would 
encourage and motivate employees.

  y The certificate would provide job 
security up to a certain extent for 
the employees.

  y Employees would feel ownership in 
the company and would work hard 
for better financial results.

  y Stakeholders and readers of the 
annual accounts would know the 
strength of human capital of the 
company.

  y Two equal-size companies could be 
compared and analysed on the basis 
of human capital.

  y The certificate would provide 
additional information about the 
candidate to the HR department 
during the interview process.

  y The certificate would be a global 
recognition for a skilled employee.

 
Shafi-ur-Rehman, FCMA, CGMA
General Manager, Bin Habib Group
Dubai

We welcome a diversity of voices and 
views in our letters. To be considered for 
publication, letters should be related to 
an article that has appeared in FM. They 
should be fewer than 450 words long and 
must include the writer’s name and 
contact information. Letters should be 
exclusive to FM. Writers of letters 
selected for publication will be notified. 
Letters may be edited.

Please email letters to fm-magazine@
aicpa-cima.com.

 
Disclaimer: The opinions expressed in 
letters are those of the individual writer or 
writers and may differ from those of the 
FM staff, AICPA & CIMA staff, boards, 
committees, panels, and other 
representatives. 
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Game on

Small companies and big global 
brands like PepsiCo and Mastercard 
are increasingly spending their ad 
budget on esports sponsorship and 
in-game advertising to reach 

consumers. The opportunity? Companies can 
reach hybrid audiences who prefer gaming over 
movies and music for entertainment. 
Advertisers also gain highly valuable user data 
and increase consumers’ engagement with their 
brand through a different experience. And all 
that is achieved for a fraction of what it would 
cost to advertise at traditional sporting events.

Fans pack an arena at the 2019 League 
of Legends World Championship finals in 
Paris. Online viewers for the event reached 
tens of millions. The world’s largest esports 
competitions can offer more than $30 million 
in prize money.
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Exclusive for CIMA® members, CIMAplus allows you to 
purchase CPD in advance. Save time and money with 
access to resources worth hundreds of pounds to gain 
skills to support your day-to-day work. 

Your 12-month subscription includes: 

 Three courses from the CGMA Store

 Three videos or webcasts from the CGMA Store

Get more with a 
CIMAplus subscription. 

© 2021 Association of International Certifi ed Professional Accountants. All rights reserved. 2011-96017

Subscribe today at 
cimaglobal.com/cimaplus.
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